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ÁExperience (e.g. Gulf Oil Spill) and empirical 
investigations have shown high probability of 
high consequence events that can be lowered 
by classical means (e.g. redundancy, adequate 
maintenance) and transfer from other areas 
(e.g. nuclear industry).

ÁPhysicalðnetworked systems have shown 
complex behaviors (e.g. blackout of bulk power 
infrastructure) and call for a pro - active system 
modeling approach and better understanding.



Back to classical means
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1)12/2004, replaced by SR 732.112.2 and ENSI - A01
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}Technical Failure
ƁSurge in oil and gas causes explosion 
ðBlowout Preventer System failed

}Operational Failure
ƁInappropriate drilling practices

}Organizational Failure
ƁLack of safety culture and clear crisis 

management



Blackout

Load 

loss

[GW]

Duratio

n [h]

People 

affected
Main causes

Aug. 14, 

2003
Great Lakes, NYC ~ 60 ~ 16 50 Mio

Inadequate right-of-way maintenance, EMS failure, poor 

coordination among neighbouring TSOs

Aug. 28, 

2003
London 0,72 1 500´000 Incorrect line protection device setting

Sept. 23, 

2003
Denmark / Sweden 6,4 ~ 7 4,2 Mio.

Two independent component failures (not covered by N-1 

rule)

Sept. 28, 

2003
Italy ~ 30 up to 18 56 Mio.

High load flow CH-I, line flashovers, poor coordination 

among neighbouring TSOs

July 12, 

2004
Athens ~ 9 ~ 3 5 Mio. Voltage collapse

May 25, 

2005
Moscow 2,5 ~ 4 4 Mio

Transformer fire, high demand leading to overload 

conditions

June 22, 

2005

Switzerland

(railway supply)
0.2 ~ 3

200´000

passengers

Non-fulfilment of the N-1 rule, wrong documentation of line 

protection settings, inadequate alarm processing

Aug. 14, 

2006
Tokyo ? ~ 5

0.8 Mio 

households
Damage of a main line due to construction work

Nov. 4, 

2006

Western Europe 

(ñcontrolledò line cut 

off)

~ 14 ~ 2
15 Mio. 

households

High load flow D-NL, violation of the N-1 rule, poor inter 

TSO- coordination

Nov. 10, 

2009
Brazil, Paraguay ~14 ~4 60 Mio

Short circuit on key power line due to bad weather,

Itaipu hydro (18 GW) shut down



Busbar Borken splitted 

(maintenance)

High load flow from Germany to 

the Netherlands

Rescheduled line outage, 

neighbouring TSO was not 

informed

Unexpected increase of load 

flow

TSO closes busbar 

Landesbergen, this leads to an 

unexpected increase of the 

load flow

Tripping of Landesbergen-

Wehrendorf line

Cascading line tripping all over 

the UCTE area

Conneford-Diele line switch off

TSO is not aware of different 

settings of the protection 

system

Grid is not N-1 secure; not load 

flow calculation by the TSO



ÁOperation of systems beyond original design parameters (high 
transborder flows, integration of wind power, etc.)

ÁMalfunction of critical equipment and adverse behavior of 
protective devices; insufficient system automation in some cases 
(lack of investment)

ÁLack of situational awareness and short - term emergency 
preparedness

ÁLimited real time system monitoring beyond TSO 1) control area 
and weak cross - border coordination in case of contingencies

ÁInadequacy of N - 1 security criterion and of its implementation

1) Transmission System Operator

ĄāSoft (contextual ) factors ò dominate and cannot be ignored



Vulnerability is defined as a flaw or weakness in the
design, implementation, operation and/or management
of an infrastructure system, or its element(s), that
renders its susceptible to destination or incapacitation
when exposed to a hazard of threat or reduces its
capacity to resume new stable conditions .



Source: S. Bouchon
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Examples: Power Grids, Traffic Flows, Financial Markets, Large Supply Chains, etc.

Source: D. Helbing, 2010

1. Large number of interacting (mutually coupled) system elements.

2. Element interactions are usually non-linear.

3. Dynamic rather than static & probabilistic rather than deterministic behavior.

Causes & effects are not proportional to each other.         Network interactions inducing cascading effects. 
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}Need to capture local interactions of a plethora of 
interconnected components resulting in global 
(òemergentó) system behavior

}Systems are often multi - layered, evolving and strongly 
coupled, subject to a broadened spectrum of hazards 
and threats and to contextual factors

üClassical methods, such as logic trees, based on 
āreductionismò and causal chains, being static/semi-
dynamic, often reach their limits

üThere is no āsilver bullet solutionò, thus calling for a 
conceptual framework approach to identify low 
frequency/high consequence scenarios.



Reliability analysis of electric power systems
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Blackout frequencies for different grid load levels (100% 
(circles), 110% (stars), 120% (triangles) and 137% 
(diamonds))

Two- layers concept applied to the electric power 
system

Source: Schläpfer, ETH - LSA, 08


