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Framing the initial position

AExperience (e.g. Gulf Oil Spill) and empirical
Investigations have shown high probabillity of
high consequence events that can be lowered
by classical means (e.g. redundancy, adequate
maintenance) and transfer from other areas
(e.g. nuclear industry).

APhysical 8networked systems have shown
complex behaviors (e.g. blackout of bulk power

Infrastructure) and call for a pro - active system

modeling approach and better understanding.
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Gulf Oil Spill - breach of basic principles: Lack
of redundancy (BOP) and ...

A dead battery in the blowout
preventer's ,brain“ which gives
pressure readings and controls
other functions in the giant
stack of valves.

A leak in the hydraulic
system that sends emergency
power to rams, valves that are
supposed to close off the
space around the pipe.

The shear ram, the blowout
preventer’s valve of last resort,
which is supposed to crush

and sever the pipe, wasn’t Ram g3

strong enough to cut through s ||

joints in the pipe. ]
Several “unexpected” e Ny
modifications to the blowout '

preventer, including test ram in = | ] fml =
place of a real one. e M.
Schematics didn’t match the .

actual device on the well.

Oil reservoir

ck to classical means
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Concept of multiple levels of protection
("Defence-in-Depth") in Nuclear Industry

|
|
|

Fission
products

Safety and protection
system,
engineered and special
safety features

General means of protection; conservative design;

Normal operating
quality assurance; safety culture

systems

First barrier:
Fuel matrix

Second barrier: X
Fuel rod cladding

A

Third barrier: Primary coolant bounda

| First level: Prevention of deviation from normal operation

Second level: Control of abnormal operation X

Third level: Control of accidents in design basis X

Fourth barrier: Confinement\

Fourth level: Accident management including confinement protection\

Fifth level: Off-site emergency response\
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Safety Concept Accordin to Swiss HSK-R-100"

Safety level Category Frequency Verification Goal Dose limit Dose limit
H per year environment workers
Normal operation
4 Covered by deterministic Preyention of ipci'der?ts and Q-DRW 20 mSv/year
H>10 accident analysis accidents, minimisation of
Incidents radiation to workers
Prevention of damage to: 50 mSv
1 102H<101 - safety relevant components Q-DRW 250 MSV
- fuel clading
Deterministic accident Limitation of damage to: 50 mSv
Design base accidents 2 10"*<H<107? analysis, safety systems - safety relevant components 1 mSv 250 MSv
are available as required - fuel clading
Assuring the 50 mSv
3 10°<H<10" - coolability of the reactor core 100 mSv 250 mSv
- integrity of the containment
Limitation of the consequences 50 mSv
PSA by including the radioactivity or ) 250 mSv
) the controlled release of
Beyond design base H<106 radioactivity into the environment
accidents (internal accident management)
Mitigation of radiological
i 50 mSv
Emergency preparedness | consequences in the -
gency prep environment (external accident 250 mSv
management)

1)12/2004, replaced by SR 732.112.2 and ENSI

- A01
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Structure of a PRA for Nuclear Power Plants

Plant response to initiating R Frequency of core

avents Level 1 damage (CDF)

Physical effects, containment ‘ Frg_quen% and T‘mougt of

response > radionuclides release
el 2 (source term, PDF)

Athmospheric dispersion, Frequency and quantities

potential and expected doses, > of environmental and

dose-effect/risk relation Level 3 health effects
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Gulf Oil Spill : Example of “Systemic Risks”

v Technical Failure

B Surge in ol and gas causes explosion
0 Blowout Preventer System failed

} Operational Failure
B Inappropriate drilling practices
} Organizational Failure

B Lack of safety culture and clear crisis
management

Socio- o
. : Political
Environmental Economic & Rg Lf;of‘
Consequences Financial Consge uené/es
Consequences 9
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Major blackouts of highly reliable bulk power
systems

Load
Blackout loss

[GW]

Duratio People

n [h] affected Main causes

Aug. 14, _ . Inadequate right-of-way maintenance, EMS failure, poor
2003 S G NS 60 >0 Mio coordination among neighbouring TSOs

AZ?)O?%S London 0,72 1 500000 Incorrect line protection device setting

Sept. 23, Denmark / Sweden 6.4 ~7 4.2 Mio. Two independent component failures (not covered by N-1
2003 rule)

Sept. 28, N , High load flow CH-I, line flashovers, poor coordination
2003 L7 e 56 Mio. among neighbouring TSOs

July 12, _ N ,
2004 Athens 9 3 5 Mio. Voltage collapse

May 25, MOSCOW 25 ~4 4 Mio Transformer fire, high dem_and leading to overload
2005 conditions

June 22, Switzerland 0.2 -3 200°000  Non-fulfilment of the N-1 rule, wrong documentation of line
2005 (railway supply) : passengers protection settings, inadequate alarm processing

Aug. 14, > N 0.8 Mio . .
2006 Tokyo : 5 households Damage of a main line due to construction work

Nov. 4, ( VFYiStsr?] Iiu:op())el | edld | 2 e %5tMio. High load flow D-NL, violation of the N-1 rule, poor inter
2006 off) RoUseholds TSO- coordination

Nov. 10, : _ _ . Short circuit on key power line due to bad weather,
2009 Bl (PRI 14 4 dolile itaipu hydro (18 GW) shut down
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System disturbance of 4 Nov 06 and associated
complexity

TSO is not aware of different
settings of the protection

Rescheduled line outage,

Busbar Borken splitted neighbouring TSO was not

High load flow from Germany to

(maintenance) the Netherlands

Conneford-Diele line switch off

!

system

informed

Flows on the relevant lines

Time
T e ot o 8888888882888888888888888888858858858888888
MR e Ui ot o BhHB38858893993I9859%80083885888588388588¢2+
gajcecatomy e SSSNSNNAANNENNENESNESNENNENNERaNYYYd999999¢9
R b g B et e v R A s S e e R AR RO AR RS e e R AR e
Unexpected increase of load = }igggg
flow > l -1300:00 e e W -~ P AT
-1200,00
TSO closes busbar -1100,00
Landesbergen, this leads to an -1000,00
unexpected increase of the g ggggg E——
load flow = 700,00
* Z -600,00 N
a  -500,00
-400,00
=t -300,00
Tripping of Landes_bergen- 200,00
Wehrendorf line 100,00
0,00
100,00

l 200,00

[==Conneforde Diele weils ==Conneforde Diele rot ==Landesbergen Wehrendorf |

Cascading line tripping all over
the UCTE area
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Recent major blackouts: Common patterns

A Operation of systems beyond original design parameters (high
transborder flows, integration of wind power, etc.)

A Malfunction of critical equipment and adverse behavior of
protective devices; insufficient system automation in some cases
(lack of investment)

A Lack of situational awareness and short - term emergency
preparedness
A Limited real time system monitoring beyond TSO 1) control area

and weak cross - border coordination in case of contingencies
A Inadequacy of N - 1 security criterion and of its implementation

A a S o(tontextual ) factors odominate and cannot be ignored

D Transmission System Operator

ETH

Eidgendssische Technische Hochschule Ziirich
Swiss Federal Institute of Technology Zurich




Concept of Vulnerability

Vulnerability is defined as a flaw or weakness in the
design, implementation, operation and/or management
of an infrastructure system, or its element(s), that
renders its susceptible to destination or incapacitation
when exposed to a hazard of threat or reduces its
capacity to resume new stable conditions .

ETH
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Vulnerability model and scenarios

Low Susceptibility
Sys with LOW vulnerability

No Cascading Effects

Service Disruption

Source: S. Bouchon
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Understanding complex systems

Examples: Power Grids, Traffic Flows, Financial Markets, Large Supply Chains, etc.

1. Large number of interacting (mutually coupled) system elements.

Frequency

Power Law normal distribution

[ra

100 x more frequent
than expected

“fat tail“
N

| Riskr

2. Element interactions are usually non-linear.

Ef'f\ect Proportional
relationship
//
/// Regime 2
1 Suddenregime
.7 |/ shift
//
A /Tipping Point
Regime 1 Cause
Causes & effects are not proportional to each other. Network interactions inducing cascading effects.

3. Dynamic rather than static & probabilistic rather than deterministic behavior.

Source: D. Helbing, 2010
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Infrastructures affected by the 2004 Rome Telco
mini-blackout: lllustration of interdependencies

Stop of check-in

Transport and ticketing

(Air transport)

services
Block of N
information flows
Transport
Flood causes loss (Postal services)
of power supply Delays and
> service

—

ICT

perturbations
Breakage of a

pipe carrying

Flood of
apparatus roon

Financial services

cooling water in a/ causes short (Telco & Internet) (Banks)
Telco node circuit \
/ ‘\\ - Data
Failure of major ICT transmission

problem and
partial out of
service of fixed

telecommunicati
on node .

Shut down of the air-
conditioning plant for

(Information
systems and

) &y

1 )
replacement _causes Both main and . networks) and mobile
overheating ’ % h
backup links fail % phones
by connecting to
the same telco Loss of
node monitoring and
control in
SCADA
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Challenges to methods to better understand
highly-integrated networks

1 Need to capture local interactions of a plethora of
Interconnected components resulting in global
(0Oemergent 0) system behavior

1 Systems are often multi - layered, evolving and strongly
coupled, subject to a broadened spectrum of hazards
and threats and to contextual factors

u Classical methods, such as logic trees, based on

areductionismo and causal -ch
dynamic, often reach their limits
s There 1 S no asil ver bul | et S

conceptual framework approach to identify low
frequency/high conseguence scenarios.
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Reliahilityyanalysisi ofcgledtria powervsystemse ms
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) _ Blackout frequencies for different grid load levels (100%
Two- layers concept applied to the electric power (circles), 110% (stars), 120% (triangles) and 137%
system (diamonds))

Source: Schlapfer, ETH - LSA, 08
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